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UEYO How we authenticate ...

People
= Name (first, last, middle,
nickname)

= Appearance (face, eyes,
body, clothes)

= Voice, Gestures, Behavior

= Documents (driving licence,
passport, ID cards)




UEYO How we authenticate ...

[ J
(= Virtual Net . 01100001 01110100 - Windows Internet Explorer Web Sltes

‘_—) -_’) g X Qu(m - ‘ » http:/fvawow.virtualnet.at/ [ ] V|

—————sas-| " Address (URL, host name,
Virtual Net. 01100001 01110100 {] domain name)

Private Homepage von Viktor Kra er

http://www.viki.at

e = Appearance (page layout,

Virtual Net | Virtual Log | English °
Spruch des Tages [25.10.2006] 13:27 d 1 1 )
Ein Tropfen Liebe ist mehr als ein Ozean Verstand eSlgn, Ogo , CO Ors
Willkommen

Herzlich willkommen auf Virtual Net — der Homepage von Viktor Krammer! u Content

Viktor

| oner Wl e | = Certificate (SSL/TSL)

Informatik

*  Virtual Bazar Bazar fiir gebrauchte Hard- und Software
Gastebuch Platz fiir Kemmentare un: d GriiRe

Addresses per se unique,

.\ 19.10.2006 | Xbox Experience Party

Auch dieses .Jahr findaf in Wien wieder die wirklich emnfehlenswerte Varanstaltuna Xbox but nOt for humans '
[# @ mtemet #100% - ()

53

= confusingly similar
= likelihood of confusion
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Qu

& Achtung! Fiir alle Bank Austria Creditanstalt Kunden

J File Edit “iew Tools Message Help ‘ "f
i o
J &J Reply Q Reply Al 'H;ﬁ Forward L:?_l x | @ 0 A%
From: Bank &ustria Creditanstalt Security Team
Date: Freitag, 06, Okkober 2006 22:02
To: EFTTE | LT A

Subject:  Achtung! Fir alle Bank Austria Creditanstalt Kunden

Some pictures have been blocked to help prevent the sender From identifving wour computer, Click here to download
pictures,

U unsere Kunden von Betriger zu ;I
schitzen, hat unser Sicherheitsteam fir

neue Schutzmassnahmen entschieden.

Beachten sie bitte, dass die Einsetzung

dieser Schutzrassnahmen erforderlich far

alle Bank Austria Creditanstalt Kunden ist!

Urn diese Massnahrmen einfihren zu

Folgen sie bitte diesen Link, urm Ihr Konto
bei der Bank &Austria Creditanstalt zu
authentifizieren — htps:fwww . ba-
ca.comssecurity htrol/bankid, html

MErian ciis> 1ayges guLiciiunisisry
werden, werden gesperrt!

]

http:fiba-ca.onlinebanking. com. de.ronounced. tkfif afinde:. hkml i

Y0 Phishing Example (1)

Target:
Bank Austria

Sender:

From: Bank Austria Creditanstalt Security Team

Real Address:
online.ba-ca.com

Fake Address:
ba-ca.onlinebanking.
com.de.ronounced.tk
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Q_er O Phishing Example (2)

a-ca.onlinebanking.com.de.ronounced.tk - Bank Austri

J File Edit  Wiew Faworites Tools  Help ‘ -,'
J L ] '!’: 8 X %ﬂ'ﬂ- I} http:ffba-ca.onlinebanking. . m.de. ronounced. tkyifafindes, html .j

HOHME SEERVICELIMES EOMTAET SICHERHEIT/DATEME HUTZ IMFRESSUM Real

Bank™\ustria [ Membe: 4

Bank Austria Creditanstalt - Windowd

= .
i md_l‘! 5‘.““ alt + -)J 8 X %ﬂ"a' “w https: online.ba-ca.com/bach/d{ llogin/index.html & @
y - Profitieren Sie miffKapitalgarantie W @ |@okmnocedment | | | - B || i e e GhTeck e
i en Spielen und TP T, T
Seben sie bitte sorgf tig die erforderlichen %ﬁ:;::{;iﬂ Mm‘;:nm(“g
Daten ein,
Geben Sie die letzten 5 Stellen dieser,

TANs ein und klicken Sie auf
“Anmelden”. Mach korvekter Eingabe
dieser TAN-Nummern erhalten Sie
eine Autorisationsbestatigung und
konnen ihre Online-Bankgeschafte
wie gewohnt weiterbenutzen.

Fiir eine schéne Zukun
Die VorsorgePlus-Pension.

& Achtung, versuchter Datendicbstahlt

(o)
Lo

e AHiordaring: 20 TANS ansgeben, Wenn Sie
89 Dg PIN o m '.fj.les getan haben, rufen Sie 050505-26100!
12 62 . de. ronounced, bkl afinde:x. bkl e
— L
a5 53 So| .
HUT= . IMPRESSUM 2 fonline.ba-ca.com/bach/de
a2z j

el
L)
[}
]

(=3
[ux]
=~
|

=3
=
I
=5

T
T

] & B

,_ ,_ l_ l_ l_ |' Inkermet e [ & mnternet

o
o

A

[l

H100% -
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UEYO Why Phishing Works

= User study conducted by Rachna Dhamija et al.
(presented at CHI 2006)

= 22 participants classifying 20 Web sites
= Key Findings
= 23% of participants looked only at the content to
authenticate the Web site

- 77% looked at the address bar or at other
security indicators

= 90% were fooled by well-crafted Phishing sites



v About Phishing

» Internationalized Domain Names (IDN)
= Address Spoofing Attacks

= IDN-based Attacks

= Anti-Spoofing Techniques

= Conclusion



UEYO Internationalized Domain Names

= Defined in RFC 3490, 3491, 3492, 3454, 3743, 3987

= (Client-side extension of DNS allowing non-ASCII
characters in domain names

= Based on a subset of Unicode 3.2

= Backward compatible with existing DNS (IDN labels
are stored in ASCII beginning with “xn--")

= Uses Punycode for encoding Unicode domain labels
efficiently (run-length compression)

* Example RZEERIKXZEjp
Punycode xn--11q68wkwbj6ugkpigi.jp

UTF‘ 8 %E6%9D%B1%E4%BA%AC%E7%90%86%E7%A7%91%E5%A4%A7%E5%AD%A6.jp




UECYO Brief history of IDN (1)

= 2002 The Homograph Attack (Gabrilovich, Gontmakher)
= 2002 Unicode 3.2

= 2003 VeriSign releases i-Nav plug-in for IE5/6

= 2003 ICANN publishes IDNA RFCs

= 2003 Opera 7.11 adds IDN support

= 2004 Mozilla adds IDN support to Firefox 0.8

= 2005 February IDN security receives big media
coverage resulting from an article by Shmoo Group
exploit: “own any domain, no defense exists”

= 2005 July Unicode Security Considerations rev.3



UECYO Brief history of IDN (2)

= 2005 July
Quero Toolbar 2.1 released with IDN script
highlighting and mixed-script security warnings
= 2005 November
Quero Toolbar 2.2 reached RFC-compliance

= 2006 October
Microsoft released IE7 with native IDN support,
mixed-script detection and an integrated Phishing
filter



v About Phishing

v' Internationalized Domain Names (IDN)
= Address Spoofing Attacks

= IDN-based Attacks

= Anti-Spoofing Techniques

= Conclusion



User Confusion-based Attacks

* Confusion by Name Similarity
Example:
southtrustonlines.com vs. southtrust.com

» Confusion by Address Complexity
Example:
http://61.129.33.105/secured_site/www.skyfi.com
/index.htmI?M{cISAPICommand=SignInFPP&Usi
ngSSL=1



User Confusion-based Attacks (cont‘d)

= Confusion by Random Addresses
Example:

http://secure-user-survey.com/exec/obidos
/subst/home/sv/

Vulnerability-based Attacks

= Client-side Vulnerabilities
= Server-side Vulnerabilities



v About Phishing

v' Internationalized Domain Names (IDN)
v Address Spoofing Attacks

= IDN-based Attacks

= Anti-Spoofing Techniques

= Conclusion



UEYO 1IDN-based Attacks (1)

» Mixed-script Spoofing mapped by Nameprep
substituting characters with visually similar ones

Latin Cyrillic Greek
P p P P P p P p
0050 |oo070 |[FF30 |FF50 |0420 | 0440 |pgA1 |03C1

S S S S S S )Y G
0053 | 0073 |FF33 [FF53 |0405 |0455 [03A3 |03C2

T t T t T T T T
0054 |0074 |FF34 |FF54 0422 |0442 |03A4 03C4




UEYO IDN-based Attacks (2)

= Whole-script spoofing
using characters from only one script that are
reinterpreted in another script

Example: Latin  caxap.ru
Cyrillic caxap.ru (xn--8oaa2cbv.ru)

= Single-script spoofing
exploiting similiarities between characters within one
script
O vs.0;1vs. t;1vs.1l; mvs. rn; etc.



= Syntax Spoofing
/ (U+002F) vs. /(U+2044), / (U+2215)

= Numeric Spoofing
8 (U+0038) vs. U+09E6, U+09EA

= Invisible Character Injection
control, formatting, tagging and spacing characters
are prohibited by IDN Nameprep

= Bidirectional Text Spoofing
eliminated by IDN Nameprep
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